
PAYMENT, SECURITY, 

PRIVACY &LEGAL ISSUES 

IN E-COMMERCE



ISSUES RELATING TO PRIVACY 

AND SECURITY IN E-BUSINESS

 Authentication

 Integrity

 Non – repudiation 

 Confidentiality

 Privacy

 Availability



PRIVACY AND SECURITY ISSUES 

IN E- COMMERCE
 MALICIOUS CODE
◦ VIRUS

◦ WORMS

◦ TROJAN HORSE

 SPOOFING
◦ IP SPOOFING 

 DOS ATTACK( DENIAL OF SERVICE 
ATTACK)

 DDOS (DISTRIBUTED DENIAL OF 
SERVICE ATTACK)

 PHISHING



 CYBER VANDALISM

 ADWARE

 SPYWARE

 SNIFFING OR MAN IN THE MIDDLE 

ATTACK

 SQL INJECTION

 CREDIT CARD FRAUD

PRIVACY AND SECURITY ISSUES 
IN E- COMMERCE



E- PAYMENT SYSTEMS

 Security

 Anonymity

 Scalability

 Usability

 Reliability

 Atomicity

 Applicability

 Transparency

 Convertibility

 Non – repudiation



Types of e-payment systems

 Credit card





DEBIT CARD



SMART CARDS

◦ Memory: from 1 to 16 kb (there are currently 

prototypes with 64 kb);

◦ Processor speed: from 4 to 16 MHz; 

◦ Interaction: physical contact, proximity (near-

contact, but no wearout), and radio (RFID); 

◦ Software: can work with card operating 

system and installed applications.





E- cheque

 Electronic cheque



E- wallets

 Virtual wallet

 Stores customer’s payment information

 Needs to be linked to a source of funds

 Prepaid 

 Components of e- wallet

◦ Software : Security and encryption

◦ Information: Customer database





EFT – Electronic fund transfer

 Payment using electronic device

 For account credits, internet banking 

facility should be available

 Can use NEFT, RTGS, IMPS, NACH

 Chances of dishonour are reduced



RTGS NEFT IMPS

Introduction March, 2004 November, 2005 November, 2010

Full form Real -Time Gross 
Settlement

National Electronic 
Fund Transfer

Immediate Payment 
Service

Minimum amount 2 Lac Re. 1 Re. 1

Maximum amount No limit No limit 2 lac

Weekday Timings 7 am to 6 pm on all 
week days 

Saturdays 9 am to 2 
pm (except 2nd and 4th

Saturday)

24*7 24*7

Transaction speed

Immediate
Max 2 hours (subject 
to cut-off timings and 
batches)

Immediate

Transaction process Individual transactions Hourly Batches Individual transactions



Types of EFT

 ATM transfers

 Direct deposit

 Direct Debit

 Phone banking

 Credit or debit card transactions

 Wire transfer

 E-cash transactions

 Instant payments


